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ABSTRACT 
This research is to identify the vulnerability attack that focus on the ARP spoofing attack in 
the Android platform. This is because each of attacks likes Man-In-The-Middle, Session 
Hijacking and Password Sniffing are occurring cause of ARP spoofing attack. After that, 
this research continues with studying about the active technique: ARP request and TCP-
SYN injection of packet that intend for detecting the ARP spoofing attack. This technique 
is better than the passive technique that also used for detection of the ARP spoofing. The 
passive technique is not effective to use because it takes time too long to detect and report 
the attack. Additionally, if the MAC addresses flooding into the ARP cache on switch with 
ARP requests and replies may lead to new report tables every time which makes it is 
unreliable. Next, at the end of this research will develop an Android application for 
applying the active technique as a method to detect and prevent the ARP spoofing attack on 
Android smartphone. The Android application will be developed by using Java 
programming language. The main aim here is that Android application can avoid the 
attacker steal the Android user's information by launching some attacks that started with 
the ARP spoofing attack.
ABSTRAK 
Kajian mi adalah untuk mengenalpasti kelemahan serangan yang mengfokuskan pada 
serangan penipuan ARP dalam Android platform. mi adalah kerana setiap daripada 
serangan seperti Man-In-The-Middle, Session Hijacking dan Password Sniffing adalah 
berlaku disebabkan serangan penipuan ARP. Selepas itu, kajian mi diteruskan dengan 
mempelajari tentang teknik aktif: ARP Request dan suntikan TCP-SYN paket yang 
bertujuan untuk mengesan serangan penipuan ARP. Teknik mi adalah lebih baik daripada 
teknik pasif yang juga digunakan untuk mengesan penipuan ARP tersebut. Teknik pasif 
tidak berkesan untuk digunakan kerana ia mengainbil masa terlalu lama untuk mengesan 
dan melaporkan serangan itu. Di samping itu, jika alamat MAC membanjiri ke dalam ARP 
Cache pada suis rangkaian dengan ARP Request dan ARP Reply yang boleh membawa 
kepada laporan jadual baru setiap masa yang menjadikan ia tidak boleh dipercayai. 
Seterusnya, pada akhir kajian mi akan dibangunkan sebuah aplikasi Android untuk 
mengaplikasikan teknik aktif sebagai kaedah untuk mengesan dan mencegah serangan 
penipuan ARP pada telefon pintar Android. Aplikasi Android itu akan dibangunkan dengan 
menggunakan bahasa pengaturcaraan Java. Tujuan utama di sini adalah bahawa aplikasi 
Android itu boleh mencegah penyerang yang mencuri makiumat pengguna Android dengan 
melancarkan beberapa serangan yang dimulai dengan serangan penipuan ARP.
VI 
VII 
TABLE OF CONTENTS
PAGE 
STUDENT DECLARATION II 
SUPERVISOR DECLARATION III 
ACKNOWLEDGEMENT IV 
ABSTRACT V 
CONTENTS VII 
LIST OF FIGURES
	 X 
LIST OF TABLES	 XI 
SECTION	 CONTENTS	 PAGE 
CHAPTER 1 1 
INTRODUCTION 1 
1.1	 INTRODUCTION 1 
1.2	 PROBLEM STATEMENT 3 
1.3	 OBJECTIVE 3 
1.4	 SCOPES 4 
CHAPTER 2 5 
LITERATURE REVIEW 5 
2.1	 INTRODUCTION 5 
2.2	 THE EXISTING TECHNIQUES FOR DETECTION AGAINST ARP SPOOFING 7 
2.2.1	 Passive Techniques for Detection against ARP Spoofing 7 
2.2.2	 Active Techniques for Detection against ARP Spoofing 8 
2.3	 COMPARISONS BETWEEN PASSIVE AND ACTIVE TECHNIQUES ON 
DETECTION OF ARP SPOOFING 9 
2.4	 PROTECTION METHODS AGAINST ARP SPOOFING 10 
2.4.1	 ARP Cache Updating Method 10 
2.4.2	 Configure the Static ARP Cache 10 
2.4.3	 Controlling With Switching Equipment 10 
2.4.4	 Information Encryption 11 
2.4.5	 Checking the ARP Cache Periodically 11
VIII 
2.5	 CONCLUSION 11 
CHAPTER 12 
METHODOLOGY 12 
3.1	 INTRODUCTION 12 
3.2	 RESEARCH METHODOLOGY 13 
3.2.1	 Planning Phase '14 
3.2.2	 Analysis Phase 14 
3.2.3	 System Design Phase 15 
3.2.4	 Implementation Phase 21 
3.2.5	 Testing Phase 21 
3.3	 ANALYZING SOFTWARE AND HARDWARE REQUIREMENTS 22 
3.3.1	 Software Requirements 22 
3.3.2	 Hardware Requirements 23 
3.4	 DESCRIBE HARDWARE AND SOFTWARE USES IN THE RESEARCH 24 
3.4.1	 Eclipse IDE with Built-In ADT 24 
3.4.2	 Android Software Development Kit (SDK) 24 
3.4.3	 dSploit 24 
3.4.4	 Arpspoof 25 
3.4.5	 Ninetology Black Pearl II 25 
3.4.6	 Samsung Galaxy Ace Plus 25 
3.4.7	 Acer Aspire 4755G 25 
3.5	 GANTT CHART 26 
3.6	 LIMITATION OF THE RESEARCH 26 
3.7	 SUGGESTIONS FOR IMPROVEMENT OF FUTURE RESEARCH 26 
3.8	 CONCLUSION 27 
CHAPTER 28 
DESIGN AND IMPLEMENTATION 28 
4.1	 SYSTEM ENVIRONMENT ARCHITECTURE 28 
4.2	 MAIN INTERFACE 30 
4.2.1	 Main Interface's Checkboxes 31 
4.2.2	 Main Interface's Buttons 34 
4.2.3	 Main Interface's Seek Bar 35 
4.3	 ALERT INTERFACE 37
Ix 
4.3.1	 Alert Interface's Text View 38 
4.3.2	 Alert Interface's Buttons 39 
4.4	 DETECTION ALGORITHM AGAINST ARP SPOOFING 41 
4.5	 CONDITIONS AND FORMULA FOR DETECTION OF ARP SPOOFING 44 
4.6	 PROTECTION TECHNIQUE AGAINST ARP SPOOFING 45 
CHAPTER 5 46 
RESULTS AND DISCUSSION 46 
5.1
	 INTRODUCTION. 46 
5.2	 RESULT ANALYSIS 46 
5.3	 CONSTRAINTS 48 
5.3.1	 Development Constraints 48 
5.3.2	 System Constraints 49 
5.4	 ENHANCEMENT FOR FUTURE RESEARCH 49 
CHAPTER 6 50 
CONCLUSION 50 
6.1	 CONCLUSION 50 
REFERENCES 51 
APPENDIX A 52 
GANTT CHART 52
X 
LIST OF FIGURES

FIGURE	 TITLE	 PAGE 
Figure 1 The Existing Tools for Defending against ARP Spoofing. (Wikipedia, 2012)........6 
Figure2 Waterfall Model .....................................................................................................13 
Figure3 Use Case Diagram................................................................................................. 16 
Figure4 First Interface .........................................................................................................17 
Figure 5
 Second Interface ..................................................................................................... 18 
Figure6 System Flowchart...................................................................................................20 
Figure 7 System Environment Architecture .........................................................................29 
Figure8 Main Interface ........................................................................................................30 
Figure 9 Main Interface's Checkboxes ..................................................................................32 
Figure 10 Main Interface's Buttons ........................................... 
............................................. 34 
Figure 11 Main Interface's Seek Bar ....................................................................................36 
Figure12 Alert Interface .......................................................................................................37 
Figure 13 Alert Interface's Text View ....... 
...........................................................................38 
Figure 14 Alert Interface's Buttons ............ 
...........................................................................39 
Figure 15 The Algorithm of Detection Process.................................................................... 45
 Figure 16 The Gantt Chart of Workflow .............................................................................. 52
XI 
LIST OF TABLES 
TABLE	 TITLE PAGE 
Table 1 Components of First Interface............................................................. 19 
Table 2 Components of Second Interface.......................................................... 21 
Table 3 Software Requirements ...........................................................................................22
 
Table 4 Hardware Requirements .......................................................................................... 23 
Table 5 Types of Conditions in ARP Cache......................................................................... 44
CHAPTER 1 
NTRODUCTION 
1.1 INTRODUCTION 
Latterly, various smartphone models were expelled in the market, which uses 
various types of operating system (OS) like iOS, Windows Mobile, Blackberry and 
Android. Each of the OS has their application distinctively and can be classed to types of 
application, paid-up or not, and first-party or third-party. The smartphone OS that has 
become the most popular operating system today is the Android operating system. 
According to (Barra, H, 2012), "There are 500 million devices active globally and over 1.3 
million added every single day." 
As fast as the technology has grown today, everything can be accessed on our 
smartphone from the biggest matter until the smallest matter by pressing only one button to 
show up the information. But certain things not all data should be shared for everyone but 
today the problem is coming out when someone trying to get data without permission from 
its owner. And worse than that, he/she alter the data or information and send to somebody 
to get benefit from that data. Normally, the usual technique to attack someone on the same 
network is by using ARP spoofing or ARP poisoning. "ARP spoofing is a technique that 
allows attacker to send spoofed Address Resolution Protocol (ARP) messages onto a Local 
Area Network (LAN)" (Wikipedia, 2012). ARP is a network protocol that uses to 
communicate between the end devices in LAN. ARP will mapping the IP address and MAC 
address of devices together and keep it in the ARP cache as reference to do communication. 
The attacker will poison the ARP cache which makes changes to the IP-MAC mapping and
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proceeding with other attacks. For example, Man-In-The-Middle (MITM), Session 
Hijacking, Password Sniffing and etc. 
The detection application against ARP spoofing is important to use in order the 
attacks can be detected and immediately prevent it from a user's smartphone. On the other 
hand, if let it be on a user's Android smartphone, many of their essential information being 
used or modified without their permission. This situation will be worse when the company 
suffers losses due to secret information about companies leak invaded. 
So, the contribution of the research will develop an Android application which can 
provide detection and protection against ARP spoofing by installing the application on 
Android smartphone due to the weak security on a private wireless network. If the 
smartphone getting spoofed, the Android application will notify to the user quickly in the 
notification bar. The user can prevent the attack by choosing to terminate the Wi-Fi 
connection immediately in order to protect the privacy information gets stolen. Moreover, 
the Android application is user friendly whereas it have user interface and user do not need 
to type commands to run it. 
In conclusion, the application that provides security for Android smartphone against 
ARP spoofing on a private wireless network. So that, it can decrease the number of victims 
from hijacking or spoofing attacks on private wireless networks. Besides, the user can use 
their smartphone without worried because everything in safe and sound being protected by 
this application.
1.2 PROBLEM STATEMENT 
Almost of people do not have enough knowledge about the ARP spoofing, which 
how to detect it and protect their smartphone from affected of it. This matter is dangerous 
and make their information can be stolen easily by someone that have bad intentions. In a 
•private wireless network, the attacker can exploit into it and do the ARP spoofing attack by 
applying the ARP cache poison into the victim's wireless access point as a step to launch 
other attacks. For example, man-in-the-middle attack that use to steal victim's private 
information for something illegal uses. 
Besides, the existing application that was developed today need to root in order it 
functioning well. Additionally, the number of security application is still less in the market 
and almost of them don't have the user interface and it becomes really unfriendly to users. 
Furthermore, in Google Play Store the users need to pay for downloading the security 
application and it's more expensive for the user. 
1.3 OBJECTIVE 
i. To study the vulnerability of ARP spoofing attack on a private wireless network. 
ii. To apply the active technique on detection of ARP spoofing attack for Android 
devices. 
iii. To develop ARP spoofing detection prototype for Android users who connect their 
Android devices on a private wireless network.
1.4 SCOPES 
i. The research is focusing on detection of ARP spoofing attack. 
ii. The application uses for detecting ARP spoofing in a private wireless network. 
iii. Targeted user is for Android users only.
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CHAPTER 2 
LITERATURE REVIEW 
2.1 INTRODUCTION 
"ARP stands for Address Resolution Protocol. ARP acts as a network layer over the 
Internet Protocol address (IP) and converts it into a Media Access Control address (MAC 
address) or Ethernet Hardware Address (EHA)." (Kumar, V, 2012). ARP spoofing is a type 
of attack which attacker can change the MAC address. It works on wired or wireless local 
network. Many hackers like ARP spoofing attack because it is very simple to apply. 
This research is focusing on detection of the vulnerability of ARP spoofing attack. 
Most public people do not know what is the vulnerability? For the information, 
vulnerability means any weakness or flaw existing in a system or the susceptibility of a 
system to a specific threat attack or harmful event or the opportunity available to a threat 
agent to mount that attack. 
The security problems of a system are the result of vulnerabilities. Vulnerabilities 
are the weaknesses of the system that can be exploited in ways that violate network policies 
(Rebecca Curley Bace, 2005). The vulnerabilities can take on different forms, for example, 
a vulnerability may occur in the design and implementation' of software and hardware 
components of a system. There are a lot of defense against ARP spoofing and different 
techniques or tools work on different operating system. For example:
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Figure 1 The Existing Tools for Defending against ARP Spoofing. (Wikipedia, 2012) 
In Android devices, there are some applications for ARP spoofing tools that using 
GUI to launch an attack on the network. The attacker does not need skills or knowledges 
about the ARP spoofing to launch attack. Therefore, there are some techniques used to 
detect and protect against ARP spoofing. 
2.2 THE EXISTING TECHNIQUES FOR DETECTION AGAINST ARP 
SPOOFING 
Below are the two existing techniques used in the detection of ARP spoofing attack. 
i. Passive Technique 
ii. Active Technique 
2.2.1 Passive Techniques for Detection against ARP Spoofing 
The passive techniques to improve the detection of session hijacking attack are cheap, 
dependable, and have less effect on network performance. There are:-
Monitoring Received Signal Strength. "By monitoring the values of RSS for a 
particular STA or an AP from a passive monitor can make a dynamic profile for the 
communicating nodes based on their RSS values. Any abnormal changes can be 
dropped as suspicious action indicative of a potential session hijacking attack." 
(Gill, Rupinder S. and Smith, Jason and Looi, Mark H. and Clark, Andrew J., 2005). 
II. Monitoring Round Trip Times of RTS-CTS Hand shake. "The Timerrt between 
two nodes change fast and disconnect can use to observe session hijacking attacks. 
Interestingly, this property still remains usable if rather than monitoring Timertt s 
values on the sender; a passive static wireless monitor is used for these time 
measurements. However the monitor cannot compute Timertt s completely as it is a 
property relative to the sender." (Gill, Rupinder S. and Smith, Jason and Looi, Mark 
H. and Clark, Andrew J., 2005).
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2.2.2 Active Techniques for Detection against ARP Spoofing 
ARP request and TCP SYN packets 
I. Full ARP Cycle: "If spoofing is active, the original ARP request will reply by 
attacker and the real host and for the same IP, we can notice a conflict in the MAC 
address. If the source address of both the ARP replies received the TCP SYN 
packet. The attacker's customized stack replies as well along with the real host; two 
TCP packets in response will send to us. By doing so, can easily to detect spoofing." 
(Ramachandran, V., and Nandi, S, 2005). 
II. Request Half Cycle: "By sending one ARP request packet back to the sender and 
check the reply(s) for spoofing, we will try to authenticate the sender of the request. 
We will raise a Spoof Alarm if the MAC address in the ARP Request Half Cycle 
packet does not match to the source MAC addresses in the ARP reply packet 
received for the injected ARP." (Ramachandran, V., and Nandi, S, 2005). 
III. Reply Half Cycle: "Get multiple replies to the ARP request send if customized 
stack is used. Also will get multiple TCP (SYN/ACK or RST) packets in return with 
different MAC address after send the TCP SYN packets out to the sources of the 
ARP request. This is sufficient to reason out that a spoofing is activating." 
(Ramachandran, V., and Nandi, S, 2005).
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2.3 COMPARISONS BETWEEN PASSIVE AND ACTIVE TECHNIQUES ON 
DETECTION OF ARP SPOOFING 
(Ramachandran, V., and Nandi, S, 2005) proved that "their technique is much faster 
and reliable than the passive detection techniques. This technique can be used in a large 
network and it will immediately detect ARP spoofing attacks, even if the attack had begun 
before the tool using this technique was operational. This is because the time lag between 
learning and detection is very less as we probe the authenticity of hosts as soon as we see 
ARP traffic from them. This technique also verifies the authenticity of the ARP traffic on 
the network and does not blindly add newly seen traffic to its database. Even in the event of 
an actual attack this technique can detect the correct IP to MAC address mapping of the real 
host in the absence of the attacker using a customized network stack. If the attacker uses a 
customized stack, which replies to these probes we are still able to detect ARP spoofing, 
but will not be able to predict the real MAC to IP address mapping. So even in the worst-
case scenario (in the presence of a customized stack) the performance is still better than 
using a Passive detection technique."
2.4 PROTECTION METHODS AGAINST ARP SPOOFING 
2.4.1 ARP Cache Updating Method 
(Liu, Y., Dong, K., Dong, L., and Li, B., 2008) stated that "For the ARP protocol 
receiving the ARP response and updating the cache without ARP request, this has created 
the ARP spoofing condition, so we can formulate the ARP cache updating rules. It 
stipulates that the sequence of receiving ARP protocol is fist, sending out ARP request, 
then receiving the matching ARP response package, these non-response or non-matching 
response package will be deleted, this can prevent the ARP spoofing efficiently." 
2.4.2 Configure the Static ARP Cache 
There are a few methods to guard against ARP spoofing. According to (Liu, Y., 
Dong, K., Dong, L., and Li, B., 2008) "One important precondition of ARP spoofing is that 
the ARP cache is dynamically changed, if the network manager makes a registration of IP 
address and MAC address and prevent the dynamically ARP cache updating. When the 
spoofing ARP response to the host it cannot update the ARP cache, so it cannot achieve the 
goal of spoofing. But the expense is bigger and easy mistaking." 
2.4.3 Controlling With Switching Equipment 
(Liu, Y., Dong, K., Dong, L., and Li, B., 2008) stated that "Using the switchboard 
can make the physical of network into subsection, and bind the IP address with the MAC 
address statically, the switchboard will compare the source address to the port report of the 
source address information when a port received the message, if changes occurred, then 
forbids automatically to the port until the conflict solved. Making use of the insulation 
function of the router, make the ARP beguilement."
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2.4.4 Information Encryption 
(Liu, Y., Dong, K., Dong, L., and Li, B., 2008) stated that "Based on the ARP 
spoofing theory, Sniffing is difficult to be checked. If both of the communication side 
encrypted the message, even though the message was caught by the attacker it cannot get 
the useful message without the decryption algorithm, so it guarantees the network 
transmitting security." 
2.4.5 Checking the ARP Cache Periodically 
According to (Liu, Y., Dong, K., Dong, L., and Li, B., 2008) "The network manager 
catch the ARP request and the ARP response periodically, check the reliability of the ARP 
response, Taking turns periodically, check the reflection between the host's ARP cache IP 
address and the MAC address." 
2.5 CONCLUSION 
In conclusion, the technique can be used in the research is comparing the IP 
addresses and MAC addresses as a method to detect against ARP spoofing attack although 
there is a lot of efficient techniques to apply. It makes comparison between the devices' IP 
address and MAC address which send an ARP request to the users' device with the IP and 
MAC address of router or gateway. For protection against ARP spoofing attack, the 
termination of the network connection of the device is choseh when it detects the ARP 
spoofing on the network. This is because it is the safest way to avoid Android users from 
getting the ARP spoofing attack. Although this is not a fully protected compared to others 
because the application is built for Android platform so there are some limitations for using 
another technique to build it if compared to Windows OS, which is the biggest OS in the 
world and almost all techniques are compatible to it.
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CHAPTER 3 
METHODOLOGY 
3.1 INTRODUCTION 
The system development methodology that used in the research is based on the 
waterfall model. This methodology is a series of steps to develop the research from 
beginning until the end. All the phases in waterfall model that appear in the research need 
to, explain briefly. The methodology may include present and previous information needed 
to collect based on the research requirements. Besides that, the user interface of Android 
application that was designed will be elaborate in this chapter. The system flowchart of the 
application is drawn and explained in detail. In this case also the selection of software and 
hardware to be used should be decided carefully, which must be compatible and available 
for development stage. Finally, at the end of this chapter the Gantt chart for the overall 
research process is framed which list out all the activities have been done and will be done.
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3.2 RESEARCH METHODOLOGY 
The waterfall model is a conceptual model that used in the research that can 
describe the steps or phases involved in the information system development of the 
research. This waterfall model consists of planning, analysis, system design, 
implementation and testing of the completed application. Besides that, the waterfall model 
is also a systematic model for the problem solving, this is because that it can be seen the 
output of each stage becomes the input for the next step or phase. 
Planning
Analysis _ 
System Design
E
Implementatijon 
h	 Testing 
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Figure 2 Waterfall Model
3.2.1 Planning Phase 
The first phase of waterfall model is planning phase. In the phase is the most critical 
step in completing the overall research. Brainstorming is the most important in the initial 
stages for this system. Contribution of idea is done in this phase; the selection of the 
research title fot this study is committed before continuing with other tasks. Nowadays, 
almost everyone has their smartphone and the Android operating system is chosen as a 
platform for the smartphone. Because so many choose this type of smartphone, the 
application developer for it is increase and related crimes for it also increased. That is why 
the detection of ARP spoofing on Android devices is selected as the title. After title 
selected, need to assemble the requirements of the application involved with the lowest cost 
due to the restriction of budget such as hardware, software and tool. With the careful 
planning in this step, is necessary to coordinate activities and reduce the management of 
project risks effectively. In this phase, the problem statements, objectives and the scope of 
this research were determined. 
3.2.2 Analysis Phase 
In the analysis phase, all information that was collected from the previous phase 
need to analyst whether compatible with research requirements and valid for development 
of the application. If some information is not compatible for the research, so it needs to find 
another to replace them. All collected information will be finalized and choose any one that 
suitable to develop the application. Examples of the requirements to be examined are as 
follows, which are Acer Aspire 47550 laptop, Ninetology Black Pearl II, Samsung Galaxy 
Ace Plus, Eclipse IDE and etc. All the requirements are chosen because it fits to each other 
and able to achieve the objectives in this research. Besides, the research about the chosen 
technique for the application is analyzed which are for monitoring ARP Cache of devices 
and comparing the mapping of IP-MAC addresses.
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3.2.3 System Design Phase 
In this phase, all the analysis data will be converted into the form of data, such as 
flow charts, diagrams, and design. All this is to facilitate understanding of this research, it 
differs from others in order not to trip off of the platform, and shows an overview of how it 
works in more detail and develops the application according to the requirements stipulated. 
Firstly, the use-case diagram is designed to determine the interaction between a role and an 
application to achieve the goal. Additionally, the user interface also designed using Eclipse 
IDE software with built-in ADT. The function that was created is also explained for each 
user interface. After that, the flowchart of the application is explained in that designed step 
by step. 
3.2.3.1 Use Case Diagram 
Android user can use the application function to detect and protect against ARP 
spoofing on Android devices, whereas developer of that application can maintenance and 
update the application. Android User cannot maintenance the application by himself or 
herself. Besides that, Android user also cannot update the application in the Google Play 
Store by him or her because due to the source code and layout coding is in the developer. 
The use-case diagram is used to explain how the detection of ARP spoofing attack 
is flow. In the use-case diagram below, the user play a role sends request top server 
responds by providing the requested service. Besides that, the 'administrator is alerted by 
the detection of the vulnerability attack Android application of any suspicious internet 
protocol address or whenever the intrusion is detected.
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Figure 3 Use Case Diagram
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3.2.3.2 User Interface 
The user interface of the application is very user friendly. This application is very 
simple, which it does not need to login or sign up when to use it. What the task that needs 
to do in order its functioning connects to the Wi-Fi connection and then start the application 
by pressing the start button for starting the detection process. The stop button is used for 
stopping the detection process against ARP spoofing attack. When an ARP spoofing attack 
is detected, then the application will pop up into the new interface that show the 
information about the attacker and give the user some option to prevent from it.
